Verification &
Debunking

MOOC Week 3




Principles of Social Media Verification

* Provenance: Are you looking at the original piece of
content?

* Source: who captured the content?
* Date: when was the content captured?

*Location: where was the content captured?

Credit : Claire Wardle, First Draft



Images & Video



Verifying Photos & Video

*Find the source and get them to send you the original
from their phone/camera

*Reference locations against maps and existing images
from the area

* Check:

—Clothes, buildings, language, license plates,
vehicles, etc.

*Examine weather reports, shadows to confirm
conditions shown fit date and time



Reverse Image Search

Check history of photo with reverse image search:
TinEve, Google Images

Search by image


http://www.tineye.com/

EXIF R

Basic Image Information
Camera: | Apple iPhone 45
Lens: 4.3 mm
Exposure: | Auto exposure, Program AE, 120 sec, £/2.4,1SO 200
Flash: Auto, Did not fire
Date: February 20,2013 1:04:48PM (timezone not specified)
(22 hours, 41 minutes, 43 seconds ago, assuming image timezone of 5 hours behind GMT)
Location: | Latitude/longitude: 40° 45' 39" North, 73° 58' 39" West
(40.760833,-73.977500 )
Photos on Jeffrey's blog that are near this location.
Map via embedded coordinates at: Google, Yahoo, WikiMapia, OpenStreetMap, Bing
(also see the Google Maps pane below)
Altitude: 66.49953402 m
Timezone guess from earthtools.org: 5 hours behind GMT
File: 2,448 x 3,264 JPEG (8.0 megapixels)
2,571 446 bytes (2.5 megabytes) Image compression: 89%
Color WARNING: Color space tagged as SRGB, without an embedded color
Encoding: | profile. Windows and Mac browsers and apps treat the colors randomly.
Images for the web are most widly viewable when in the SRGB color space and with
an embedded color profile. See my Introduction to Digital-Image Color Spaces for
more information.
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PP IE] Extracted 160 x 120 12-kilobyte “Composite:ThumbnailImage” JPG

Displayed here at 200% ('/,, the area of the original)

Click image to isolate; click this text to show histogram

Check exif info: regex.info/exif.ca


http://regex.info/exif.cgi
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All Images Maps Shopping More ~ Search tools

About 1,310 results (0.60 seconds)

Image size:
900 x 1200

Find other sizes of this image:
All sizes - Small - Medium - Large

Best guess for this image: hobby

Hobby Lobby Arts & Crafts Stores

www.hobbylobby.com/ ~

Hobby Lobby arts and crafts stores offer the best in project, party and home supplies. Visit us in person
or online for a wide selection of products!

Hobby - Wikipedia, the free encyclopedia

https://en.wikipedia.org/wiki/Hobby v

A hobby is a regular activity that is done for enjoyment, typically during one's leisure time. Hobbies can
include collecting themed items and objects, engaging in ...



Basic Image Information
Target file: IMG_20160906_134236.jpg

© £ @ [11] Extracted 240 x 320 22-kilobyte “Composite:ThumbnailImag

Camera: | Zte Z970 Displayed here at 100% ('/,,, the area of the original)

Lens: 3.7 mm Y | s
Nl v e R
Exposure: 125 sec, f/2.14,1SO 100 ‘ 3 i
Flash: Off. Did not fire WL “"l[',i NEVER AIiO‘R(EI:' —u
Date: September 6,2016 1:42:36PM (timezone not specified) .-/ .
(6 days, 3 hours, 47 minutes, 50 seconds ago, assuming image timezone of US Pacific)
File: 2,448 x 3,264 JPEG (8.0 megapixels)

3,164,210 bytes (3.0 megabytes)

Color WARNING: Color space tagged as sSRGB, without an embedded color
Encoding: | profile. Windows and Mac browsers and apps treat the colors
randomly.

Images for the web are most widely viewable when in the SRGB color space and with an
embedded color profile. See my Introduction to Digital-Image Color Spaces for more
information. e

Click image to isolate; click this text to show histogram




Basic Image Information

Target file: IMG_20160906_134236.jpg
Camera: | Zte Z970
Lens: 3.7 mm
Exposure: | 1/25 sec, f/2.14, 1SO
Flash: Off, Did not fire
Date: September 6,2016 1:42:36PM (timezone not specified)
(6 days, 3 hours, 47 minutes, 50 seconds ago, assuming image timezone of {
File: 2,448 x 3,264 JPEG (8.0 megapixels)
3,164,210 bytes (3.0 megabytes)
Color WARNING: Color space tagged as SRGB, without an embedd
Encoding: | profile. Windows and Mac browsers and apps treat the colc
randomly.
Images for the web are most widely viewable when in the sSRGB color sp:
embedded color profile. See my Introduction to Digital-Image Color Spac
information.

1:56 PM - 6 Sep 2016



Install This!

VID ® B = ® Q B = |2

IN VIDEO VERITAS ANALYSIS KEYFRAMES THUMBNAILS TW. SEARCH MAGNIFIER METADATA FORENSIC ABOUT

Video contextual verification

Copy and paste a Youtube or Facebook url

INVID Browser Extension for Chrome



® B =« ©® Q B B[O = O

ANALYSIS KEYFRAMES THUMBNAILS TW. SEARCH MAGNIFIER METADATA FORENSIC ABOUT SURVEY TUTORIAL

Metadata

Image URL in jpg/jpeg or video URL in mp4/m4v format

Local file

© Image ) Video




® B =  Q B K O =~ @

ANALYSIS KEYFRAMES THUMBNAILS TW. SEARCH MAGNIFIER METADATA FORENSIC ABOUT SURVEY TUTORIAL

Video contextual verification

https://www.youtube.com/watch?v=hz-oPK5JZ6g

Reprocess
Video:
Video title Gaza destroys thousands of Snickers bars after mass recall
Video description Authorities in Gaza say they have destroyed 15 tonnes of chocolate in response to las

t month's mass recall by the manufacturer. Inspectors from the economy ministry ove
rsaw the burning of thousands of bars of Snickers in the south of the Gaza Strip. Con
fectionery giant Mars, the maker of Snickers, recalled Mars bars and Snickers from 5
5 countries last month. The move came after bits of plastic were found in a product.
Other brands on the recall list are Milky Way Minis and Miniatures as well... READ MO
RE : http://www.euronews.com/2016/03/10/gaza-destroys-thousands-of-snickers-ba
rs-after-mass-recall What are the top stories today? Click to watch: https://www.yout
ube.com/pl:

t watched n
center?add,
be.com/use
om/news Fa
euronews G
ews

Google Image reverse search Yandex Image reverse search Tineye Image reverse search

Twitter video search
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ANALYSIS
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KEYFRAMES THUMBNAILS TW. SEARCH MAGNIFIER METADATA FORENSIC

Twitter advanced search

Keyword or #

From (Twitter account name)

Filter (e.g. safe, media, retweets, native_video, periscope, vine, images, twimg or links)

Language (e.g. en, fr, de, es, ru, ja, zh...)

Geocode (e.g. -22.912214,-43.230182,1km or -22.912214,-43.230182,1mi)

Near (city name) Within (e.g. 15mi or 15km)
Since

Until

© Local time ¢ ) GMT

Submit

®

ABOUT

S5,

SURVEY

0,

TUTORIAL




Youlube Tip

Copy the video’s ID:

C ft { https://www.youtube.com/watch?v=cgjZQglL5gWs

" Apps & Times [ CNN P wash ¥ Globe [ | Read Later

(1 Tube [

Search Google or

Twitter with it to see
who is writing about
it, or sharing it: About 764 resus (051 seconc)

HitchBot Surveillance Video - YouTube
www.youtube.com/watch?v=cgjZQgL5gWs

|a - Aug 3, 2015 - Uploaded by YNGKillers
‘g Here's the Hitchbot surveillance video made by PVP! Yes, It's a

N A BT Prank. - SUBSCRIBED to my channel! Note ...

Go gle cgiZQglL5gWs ] a |

Web Maps Shopping Images News More ~ Search tools

Account Options
https://plus.google.com/102408928735238500700/posts/2xzQoHW17K3 v
Aug 4, 2015 - Welcome to Philadelphia hitchBot: https://www.youtube.com/watch?v=
cgjZQgL5gWs - VlogRays - Google+.

P.S. It works for Instagram too!

YouTube Search Powered by iBoss - Clean Video Search



Analyzing Social
Media Accounts



Analyzing a Social Media Account

*Always think about the network

—Friends, followers, conversations, retweets,
reshares.

—\What do they usually tweet/post about?
—\Where do they say they are?

*Check when account was created
—Be suspicious of newer accounts

*See if you can find other accounts online (FB/Twitter/
Insta/LinkedIn etc.) with the same name/username.

Contact them!



Finding Their Other Accounts

PEEKYOU

Free People Search Made Easy
i i i colleagues across the We

WebMii

Search for people
and get their visibility score.




nalyzing Facebook A

https://inteltechniques.com/menu.html

INTEL TECHNIQUES
SEARCH TOOL

Online Training

OSINT LINKS

SEARCH ENGINES

FACEBOOK

TWITTER

INSTAGRAM

USER NAME

REAL NAME

EMAIL ADDRESS

TELEPHONE NUMBER

DOMAIN NAME

IP ADDRESS

YOUTUBE

REVERSE IMAGE

REVERSE VIDEO

DOCUMENTS

PASTEBINS

LINKEDIN

Live Training

Privacy Training

Custom Facebook Tools

Tools

Search Target Profile:

Email Address GO (Account by Email)

+ 1 10 Digit Cell GO (Account by Cell)

FB User Name GO (Displays User Number)
Facebook User Number GO (Populate All)

Facebook User Number GO (Places Visited)
Facebook User Number GO (Recent Places Visited)
Facebook User Number GO (Places Checked-In)
Facebook User Number GO (Places Liked)
Facebook User Number GO (Pages Liked)

Facebook User Number GO (Photos By User)
Facebook User Number GO (Photos Liked)
Facebook User Number GO (Photos Of -Tagged)
Facebook User Number GO (Photo Comments)
Facebook User Number GO (Apps Used)

Facebook User Number GO (Videos)

Facebook User Number GO (Videos Of User)
Facebook User Number GO (Videos By User)
Facebook User Number GO (Videos Liked)
Facebook User Number GO (Video Comments)
Facebook User Number GO (Future Event Invitations)
Facebook User Number Year GO (Events Invited)
Facebook User Number Year GO (Events Attended)
Facehonk llser Number GO  (Posts hv [Tser)

Forum

Blog

Podcast

ccounts

MICHAEL BAZZELL
OSINT TRAINER &

PRIVACY CONSULTANT

Books Bio

Locate Target Profile:

People named

People who work at....

People who worked at....

People who live in....

People who lived in....

School attended....

People who visited....

People who live in....

People who live in....

People who live in....

People named....

People named....

People named....

People named....

People named....

People named....

Multiple Variables:

Name

Search

Gender Search:

birth year....

and work at....

and worked at....

who live in....

who lived in....

between age.

who work at....

who worked at....

B

GO
GO
GO
GO
GO
GO
GO

GO
GO
GO

GO

GO

GO
and.... GO
GO
GO

AND

Contact


https://inteltechniques.com/menu.html

silvermancraig

n Craig Silverman

.

Craig Silverman @

Custom Facebook Tools

Search Target Profile:

Email Address 4 GO (Account by Email)

+ 1 10 Digit Cell GO (Account by Cell)

silvermancraig GO (Displays User Number)
100000675881347

Facebook User Number GO (Populate All)

Facebook User Number GO (Places Visited)

Facebook User Number GO (Recent Places Visited)

Facebook User Number GO (Places Checked-In)

Facebook User Number GO (Places Liked)

Facebook User Number GO (Pages Liked)

Facebook User Number GO (Photos By User)

Facebook User Number GO (Photos Liked)

Facebook User Number GO (Photos Of -Tagged)

Facebook User Number GO (Photo Comments)

Facebook User Number GO (Apps Used)

Facebook User Number GO (Videos)

Facebook User Number GO (Videos Of User)



foller.me

Twitter Analvysis

foller.me Overview Topics Tweets Geography

100 Tweets

[T We looked inside some of the

Replies 24
tweets by @CraigSilverman and
here's what we found interesting. Tweets with @mentions 79
Tweets with #hashtags 5
Retweets 52
Tweets with links 37
Tweets with media 8
Most linked domains twitter.com, www.buzzfeed.com, deadspin.com, www.newyorker.com,
nyti.ms
Twitter clients usage Twitter for iPhone, TweetDeck, Twitter Web Client, Nuzzel

Attitude

[T People tend to use emoticons
or smilies in their tweets. Here's how
@CraigSilverman uses them. O O

Time
=10 This bar chart shows the

activity time based on the latest
tweets. Careful about timezones.

world clock


http://foller.me

tweetbeaver.com

Tweetbeaver

About FAQ Legal

TweetBeaver needs you to sign in with Twitter

Download a user's
favorites

Convert @name to ID Convert ID number to Check if two accounts
@name follow each other

Search within a user's Download a user's Search within a user's JGet a user's account data

favorites timeline timeline

Search within a user's
followers' biographies

Download a user's Download a user's Search within a user's
friends list followers list friends' biographies

Search a user's friends' JSearch a user's followers'
location locaion



http://foller.me

®
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KEYFRAMES THUMBNAILS TW. SEARCH MAGNIFIER METADATA FORENSIC

Twitter advanced search

Keyword or #

From (Twitter account name)

Filter (e.g. safe, media, retweets, native_video, periscope, vine, images, twimg or links)

Language (e.g. en, fr, de, es, ru, ja, zh...)

Geocode (e.g. -22.912214,-43.230182,1km or -22.912214,-43.230182,1mi)

Near (city name) Within (e.g. 15mi or 15km)
Since

Until

© Local time ¢ ) GMT

Submit

®

ABOUT

S5,

SURVEY

0,

TUTORIAL




Finding People

00 sPOKeo

Search People.
m SOCIAL PHONE ADDRESS

That’SThem§/ SearchBy:  Name and Addre rse Phone En

Advanced People Search

ThatsThem's advanced people search effectively bypasses our parsing algorithms thus eliminating errors in our interpretation of your
query. In other words, you can tell us exactly who you are looking for! Unlike a normal ThatsThem search, the advanced search results
page has extra filters added to ensure that your results are as accurate as possible.

First Name Middle Name
ex: Bob 7 ex: Michell
Email Address
ex: me@ mine.com
Street Address ZIP Code

ex: 123 Pine Street ¥ ex:LosAngeles 7 ex:91923

Q Search




Advanced <

I People

Keywords

First Name
Last Name
Title
Company
School

Location

Anywhere

L2

LinkedlIn

1,565,578 results

1st Connections x 2nd Connections x Group Members x

Advanced People Search

Relationship

1st Connections
2nd Connections
Group Members
3rd + Everyone Else

Location

Current Company

Industry

Past Company

School

Profile Language

Nonprofit Interests

Save search *

Reset Close

Groups
Upgrade to access multiple

Mediaville Montreal

Folio: MediaPros -- Magazine & Online Pub...
Concordia University Journalism and Com...
Canada's Media Professionals

Hacks and Hackers

Years of Experience

Function

Seniority Level

Interested In

Company Size

When Joined

Q




Be Stealth About It

.
In PREMIUM Search for people, jobs, companies, and more... Q Advanced

@ Account @ Privacy 9 Communications

L Profile viewing options
Profile privacy gop Close

Choose whether you’re visible or viewing in private mode Private mode;

| Blocking and hiding ‘ _ ‘
Select what others see when you’ve viewed their profile

Data privacy and advertising

Your name and headline

Craig Silverman

L) Entrepreneurial journalist, writer and author
- Toronto, Ontario, Canada | Writing and Editing

Private profile characteristics

Security

) University Professor / Lecturer at The Poynter Institute

Private mode

O Anonymous LinkedIn Member







Investigating Websites



Finding A Website Owner

al DomainBigData 5earch any domain, ip, registrant name / ema n STATISTICS

are in domainbigdata.com

AL

DOMMN NAMES
+ P+ WHOIS

search examples:

Google.com
dns-admin@google.com

Google Inc
66.249.65.67

AN

Search any domain, ip, registrant name or email Search




@ Domain

Domain
Words in
Title

Date creation
Web age

|P Address

|IP Geolocation

& Registrant

Name
Organization
Email
Address

City

State
Country
Phone

Fax

Private

newsweek.com
newsweek
Newsweek - News, Analysis, Politics, Business, Technology

B —

23 years and 10 months

1994-05-16

EE United States, Virginia, Ashburn map
Domain Administrator is associated with 100+ domains
Newsweek Lic is associated with 98 domains
domains@ibtimes.com is associated with 100+ domains

7 Hanover Square, Floor 5, map
New York
NY

EE United States

+1.6468677100
+1.6466228146

yes, contact registrar for more details

from last whois record




@ Domain

Domain
Words in
Title

Date creation
Web age

|P Address

|IP Geolocation

& Registrant

Name
Organization
Email
Address

City

State
Country
Phone

Fax

Private

newsweek.com

newsweek

Newsweek - News, Analysis, Politics, Business, Technology
1994-05-16

23 years and 10 months

EE United States, Virginia, Ashburn map
Domain Administrator is associated with 100+ domains
Newsweek Lic is associated with 98 domains
domains@ibtimes.com is associated with 100+ domains

7 Hanover Square, Floor 5, map
New York
NY

EE United States

+1.6468677100
+1.6466228146

yes, contact registrar for more details

from last whois record

—




@ Domain

Domain
Words in
Title

Date creation
Web age

|P Address

|IP Geolocation

& Registrant

Name
Organization
Email
Address

City

State
Country
Phone

Fax

Private

newsweek.com

newsweek

Newsweek - News, Analysis, Politics, Business, Technology
1994-05-16

23 years and 10 months

EE United States, Virginia, Ashburn map

Domain Administrator is associated with 100+ domains

Newsweek Lic is associated with 98 domains

domains@ibtimes.com is associated with 100+ domains

7 Hanover Square, Floor 5, map
New York
NY

EE United States

+1.6468677100
+1.6466228146

yes, contact registrar for more details

from last whois record

—




Bi Whois last record, updated : 2016-07-15

Domain Name: newsweek.com

Registry Domain ID: 5168497_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.markmonitor.com

Registrar URL: http://www.markmonitor.com

Updated Date: 2016-04-06T04:00:18-0700

Creation Date: 1994-05-16T21:00:00-0700

Registrar Registration Expiration Date: 2022-05-17T21:00:00-0700

Registrar: MarkMonitor, Inc.

Registrar IANA ID: 292

Registrar Abuse Contact Email: abusecomplaints(at)markmonitor.com

Registrar Abuse Contact Phone: +1.20838395740

Domain Status: clientUpdateProhibited (https://www.icann.org/epp#clientUpdateProhibited)
Domain Status: clientTransferProhibited (https://www.icann.org/epp#clientTransferProhibited)
Domain Status: clientDeleteProhibited (https://www.icann.org/epp#clientDeleteProhibited)
Registry Registrant ID:

Registrant Name: Domain Administrator

Registrant Organization: Newsweek LLC

Registrant Street: 7 Hanover Square, Floor 5,

Registrant City: New York

Registrant State/Province: NY

Registrant Postal Code: 10004

Registrant Country: US

Registrant Phone: +1.6468677100

Registrant Phone EXxt:

Registrant Fax: +1.6466228146

Registrant Fax Ext:

Registrant Email: domains(at)ibtimes.com



@ Domain

Domain newsweek.com
Words in newsweek
Title Newsweek - News, Analysis, Politics, Business, Technology

Date creation 1994-05-16

Web age 23 years and 10 months

IP Address Fewer sites on the same IP = good clue
IP Geolocation ~ EEE United States, Virginia, Ashburn map
& Registrant from last whois record
Name Domain Administrator is associated with 100+ domains

Organization Newsweek Lic is associated with 98 domains

Email domains@ibtimes.com is associated with 100+ domains

Address 7 Hanover Square, Floor 5, map

City New York

State NY

Country EE United States

Phone +1.6468677100

Fax +1.6466228146

Private yes, contact registrar for more details




Google Analytics + AdSense

- Do a find on a webpage’s source code for “UA-" or
“Pub_!!

-+ Run that through SpyOnWeb.com to see if other
websites are using the same Google Analytics code

or Adsense code.

- Also works if you paste in the URL. (But be aware
that sometimes these codes change, so better to
find the current one.)


http://SpyOnWeb.com

Chrome File Edit History Bookmarks People Window Help

’ v Always Show Bookmarks Bar {+38B
v Always Show Toolbar in Full Screen  {+3F
. Customize Touch Bar...

| Stop 3

Force Reload This Page ¥R
| Enter Full Screen ~BF

Actual Size ab O

Zoom In B+

Zoom Out 8-
, Cast...

BT View Source XU
Developer Tools AW

JavaScript Console "\_3J




View History Bookmarks People Window Help

j Undo 3#8Z
Redo {38z
' cut X |
a Copy #C |
. Paste #V |
Paste and Match Style {+3V
Delete
Select All A
BCTR  seerch the Web..  iF
Spelling and Grammar
Speech ’ nd.. #EF
Find Next E e
Start Dictation... fnfn Find Previous 0 #C

Emoji & Symbols ~3#Space Use Selection for Find 3E

<html lang="en-US" prefix="og: http://ogp.me/ns#"> ua-

<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />
<title>Here Are the Companies Boycotting Laura Ingraham, Let&#039;s Boycott Them Right Back</title>
<script>
(function(i,s,o,qg,r,a,m){i[ 'GoogleAnalyticsObject')=r;i[r]=i[r]||function(){
(ifr).g=i[r].q||[]).push(arguments)},i[r].l=1*new Date();a=s.createElement(o),
m=s.getElementsByTagName(o)[0]);a.async=1l;a.src=g;m.parentNode.insertBefore(a,m)
}) (window,document, 'script’', 'https://www.google-analytics.com/analytics.js','ga');

ga('create', 'IIIS4260989-7', 'auto');
</script>
<script>
window.datalayer = window.datalayer || [];




View History Bookmarks People Window Help

j Undo 3#8Z
Redo {38z
' cut X |
a Copy #C |
. Paste #V |
Paste and Match Style {+3V
Delete
Select All A
BCTR  seerch the Web..  iF
Spelling and Grammar
Speech ’ nd.. #EF
Find Next E e
Start Dictation... fnfn Find Previous 0 #C

Emoji & Symbols ~3#Space Use Selection for Find 3E

<html lang="en-US" prefix="og: http://ogp.me/ns#"> ua-

<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />
<title>Here Are the Companies Boycotting Laura Ingraham, Let&#039;s Boycott Them Right Back</title>
<script>
(function(i,s,o,qg,r,a,m){i[ 'GoogleAnalyticsObject')=r;i[r]=i[r]||function(){
(ifr).g=i[r].q||[]).push(arguments)},i[r].l=1*new Date();a=s.createElement(o),
m=s.getElementsByTagName(o)[0]);a.async=1l;a.src=g;m.parentNode.insertBefore(a,m)
}) (window,document, 'script’', 'https://www.google-analytics.com/analytics.js','ga');

ga('create', 'UA=S54260989-7' ggauto');
</script>

<script>
window.datalayer = window.datalayer |




research tool

SpyOnWeb

Find out related websites

URL, IP Address, pub-xxxxxxxxxx or UA-XXXXXXX Go!

Check out our API

We take the information from public sources, then structure it for your quick and convenient search for the
websites that probably belong to the same owner.




Conservativetribune.com

Domain name:
IP Address:
Analytics Id:
Alexa Rank:
Page Rank:
Last Seen:
JSON API:

TRAFFIC SOURCES FOR CONSERVATIVETRIBUNE.COM

conservativetribune.com ( whois )

104.20.2.224, 104.20.3.224 ( whois)

UA-54260989, UA-9900801

1,158 ( details)
?/10
24.03.2018

Sign in

TRAFFIC DISTRIBUTION BY SOURCES IN LAST 3 MONTHS

39.23%

7.1%
e  26%

DIRECT LINKS SEARCH

34.22%
16.79%
_
SOCIAL MAIL ADS

See More Traffic Stats

Google Analytics

UA-54260989

conservativestuff.com Q
usaradio.com Q

www.westernjournalism.com Q

UA-9900801

conservativetribune.com Q

easyinvestingblog.com Q

interestrates.us Q

learndividends.com Q

conservativetribune.com Q

www.liftable.com Q

cubancigarreview.net Q

electricfireplace.org Q
learncreditcards.com Q

learnminingnews.com Q

O SimilarWeb

thoughtfulwomen.org Q

www.thewildcard.com Q

currentinflationrate.net Q

goldetfblog.com Q
learndebtconsolidation.com Q

learnwealthmanagement.com Q




Summary

*Use human sources, always contact people!
*Investigate the network, the history of a SM account.
Click every link, Google every name.

*Anytime you hit a roadblock, find another way in. There
Is always a way, and treat everything like a clue.

*Tons of tools/tips: http://bit.ly/verificationtoolsandtips



Debunking Best
Practices



Best Practices

Debunk the idea, not the person.

Tell a story and show your work.

Choose the right sources.

Be positive, reduce repetition.

Don’t be coy - if it’s fake, say so clearly and repeatedly.

Don’t debunk small stuff that hasn’t earned it. (You risk giving it more
exposure.)

Use the Wayback Machine or archive.is to archive the page, then link to
that. (Don’t give them direct traffic or links.)



http://archive.is

Label Image
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REAL

Official AP Photograph "
http://nbcnews.to/PDFRxV

Snopes outed the fake:
http://bit.ly/Ru8qL8
Original photo:
http://bit.ly/Q4ASGq




issa bardier watch V()

i Follow
’ @Haracorial

| was brutally attack by some black thugs at

the #BlackPanther @ premiere because they
said whites weren't allowed to watch the

movie

11:50 PM - 15 Feb 2018

2 Retweets 3Likes “® 0 * r




Tracking & Monitoring



Constantly monitoring and gathering
e data
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